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Preface

Transparency of the courts is one of the strongest safeguards of an independent
and impartial judicial system. The transparent administration of justice enables
public commentary and criticism of judicial proceedings, increases public
understanding of and trust in the judiciary, and builds wider confidence in the
courts and the other democratic institutions that courts hold to account.

However, the ever-evolving technologies used in the context of investigative
and judicial proceedings raise novel and complex questions regarding how most
effectively to guarantee the fair, efficient and transparent administration of
justice, whilst also capitalising on the potential benefits of new technologies.

Where innovative methods are used to investigate crime, the legitimate
interest of protecting national security and fighting crime must be balanced with
the protection of the right to private life of those who are the subject of targeted
or bulk surveillance measures. When State authorities prosecute on the basis of
evidence obtained through surveillance or intercepted communications, they are
often unwilling to disclose the exact provenance of such material, or even to reveal
its content at all, for fear of undermining the efficacy of a covert investigative
tool. Such unwillingness has clear and potentially severe consequences for the
right to a fair and public hearing and equality of arms.

The question of how best to balance these vital yet competing interests has
been brought to the forefront as courts and State authorities grapple with questions
concerning the admissibility of evidence obtained from the interception of EncroChat,
Sky ECC, ANOM and other such devices. Such intercepted communications evidence
has been used to investigate and prosecute 1,000s of people across Europe, including
many in the Western Balkans. It is a practice that has been praised and berated in equal
measure, celebrated by those who see it as a critical tool in the fight against crime, but
criticised by those with concerns regarding the impact on the right to a fair hearing.

Regardless of one’s view on the matter, what is clear is that it is acutely important
for courts and lawyers in the Western Balkans to further their understanding of these
novel means by which to collect evidence. The wealth of evidence and information
collected from intercepted communications has the potential to galvanise efforts to
prevent and punish serious and organised crime in the region. However, it is necessary
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to develop a principled and pragmatic approach to balancing the many and varied
interests at play, to ensure any eagerness to rely on this evidence to combat crime
does not simultaneously undermine fairness of and trust in the judicial system.

In this context, as in many others, legal developments have struggled to keep
pace with the technological developments they seek to regulate. At the time of
writing, we await key judgments from the Strasbourg and Luxembourg courts
which, it is hoped, will provide much needed further guidance on the topic. In the
meantime, this publication elucidates the existing, relevant legal principles.

Technological developments are also impacting the ways in which courts conduct
and communicate about judicial proceedings. This raises equally pressing questions
regarding how best to safeguard the public nature of judicial proceedings and the public
communication of judgments (both of which are fundamental aspects of the rights to a
fair trial and to freedom of expression), whilst also protecting the right to private life, the
presumption of innocence and the right to be forgotten of those involved. In addition,
courts must publish and explain their decisions to build public trust and understanding in
the judicial system. However, inaccurate, confusing or misleading coverage of a decision
equally has the potential to undermine confidence in the courts.

Developing an understanding of the rights and obligations under Articles 6, 8 and
10 of the European Convention on Human Rights is, therefore, an essential first step to
ensuring each of the many and varied interests in this sphere are protected. However,
the work of the courts in securing transparent justice lies not only in understanding and
applying the relevant caselaw, but also in building constructive relationships with the
media, developing careful and coherent communication strategies and implementing
policies regulating the publication and anonymisation of judgments.

We hope that this publication will serve to further both the legal and the
practical knowledge required to take such a holistic approach. We also hope this
publication will inspire judges and lawyers in the region to continue to undertake
the difficult, but necessary, task of integrating new technologies and practices into
their work, to profit from all the benefits they can offer, without compromising on
the fundamental guarantees provided for under Articles 6, 8 and 10.

Biljana Braithwaite Goran Mileti¢
Western Balkans Programme Director for Europe and MENA,
Director, the AIRE Centre Civil Rights Defenders
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LIST OF ACRONYMS

The following table describes the significance of various abbreviations and
acronyms used throughout the handbook.

Abbreviation Definition

ECHR / the Convention  The European Convention on Human Rights

The Court / the ECtHR  The European Court of Human Rights

CJEU The Court of Justice of the European Union
EEA European Economic Area
EDPS The European Data Protection Supervisor

State(s)/ Contracting Contracting State(s) of the European

State(s) Convention on Human Rights
IC) International Court of Justice
ICCPR International Covenant on Civil and Political Rights

. The Convention for the Protection of Individuals with regard
Convention 108 . .
to Automatic Processing of Personal Data (ETS No. 108)

Amending Protocol to the Convention for the
Convention 108+ Protection of Individuals with regard to the Processing
of Personal Data (Protocol CETS No. 223)

GDPR General Data Protection Regulation

TFEU Treaty on the Functioning of the European Union

Budapest Convention  The Convention on Cybercrime (ETS No. 185)

DPC The Data Protection Commissioner of the Council of Europe
IP Internet Protocol

ISP Internet Service Provider

SIAC Special Immigration Appeals Commission
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PART 1

Introduction

This publication is divided into two Parts. Part 1 consists of the narrative and
Part 2 consists of summaries of selected judgments and decisions of the European
Court of Human Rights (the “Court” or the “ECtHR").

Data protection and privacy, in respect of individuals’ private information,
is a growing area. The legal instruments and case law are ever evolving as they
seek to maintain pace with the fast-paced developments in modern technology,
as more personal data is produced, recorded, and used. Technology opens
countless possibilities — most notably to enhance and develop individuals' and
organisations' interactions with each other. However, as the technology develops,
and the public's and State’s interaction with technology increases, new human
rights issues will continue to arise, which both domestic and international courts
and legal instruments will have to address.

Part 1 of this publication looks to analyse these potential human rights issues
in respect of data protection and privacy of information in the context of judicial
proceedings. It looks at the investigations that may precede proceedings, issues
that may arise during proceedings, and afterwards in the pronouncement of
judgments, and also considers the growing case law on the ‘right to be forgotten’
for those involved in judicial investigations and proceedings.

The publication considers both prior case law and looks forward to potential
issues that may arise as technology continues to develop and be used. For
instance, in considers the use of by State authorities of technology to intercept
encrypted communications and the human rights challenges that this may give
rise to, including where data is shared between States.

The focus is on the European Convention of Human Rights (the “ECHR" or the
“Convention") and the case law of the ECtHR, as well as other legal instruments
of the Council of Europe. However, the publication also considers developments

Balancing Data Protection with Transparent Justice
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in European Union (“EU") law and the judgments of the Court of Justice of the
European Union (the “CJEU"). EU law and CJEU jurisprudence is relevant for the
Western Balkans not only due to the issue of accession, but also because the
ECtHR takes account of CJEU jurisprudence and EU instruments — and this has
been particularly notable in the context of data protection.

Thenarrative in Part Tis divided into six subsections. Following this Introduction,
the second subsection is an overview of the relevant legal instruments in this
area. These are subdivided into Council of Europe instruments and European Union
instruments. This subsection also considers the roles of the Council of Europe
Data Protection Commissioner and the European Data Protection Supervisor.

In respect of the ECHR, this subsection explains how the protection of personal
data is not a separate right under the ECHR, however the control of information
about oneself, and thus data protection, has been found by the ECtHR to be
of fundamental importance to the right to respect for private and family life
guaranteed by Article 8 ECHR. The ECtHR's jurisprudence in this area is voluminous
across a wide range of contexts, from secret surveillance conducted by public
authorities to combat organised crime to use of personal data as evidence in the
judicial context. Safeguards against abuse and arbitrariness are key, specifically
those delineating the limits within which authorities may operate and providing
for compensation and redress.

The right to a fair trial under Article 6 ECHR, may also have a role where a
person's personal data has been processed in the context of judicial proceedings.
However, Article 6 can conflict with Article 8 in the context of data protection and
judicial proceeding — for instance in respect of the right to a public hearing and the
right to the public pronouncement of judgments. Further, the right to freedom
of expression under Article 10 ECHR is often engaged. This right may stand in
conflict to Article 8 in the context of data protection — for instance in respect of
the right to be forgotten — and national authorities and courts must strike a fair
balance between the two rights. Analysis of these rights and potential conflicts is
provided in later subsections of the Guide.

This subsection also considers, amongst other instruments, the 1981
Convention for the Protection of Individuals with regard to Automatic Processing
of Personal Data (ETS No. 108) — a landmark instrument which aims to empower
individuals to know about, understand and control the processing of their
personal data by others whilst providing a framework for international data flows,

Balancing Data Protection with Transparent Justice
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and subsequent modernising protocols, which address challenges resulting from
the use of new information and communication technologies.

In respect of European Union instruments, the most notable is the Charter
of Fundamental Rights of the European Union, under which Article 7 concerns
the respect for private and family life, and Article 8 contains a specific protection
of person data. Also of particular relevance is the EU General Data Protection
Regulation (GDPR), which modernised EU data protection legislation and provided
for consistent rules across the Member States.

The third subsection examines in more detail the question of what constitutes
private information and personal data. It considers how, and when, the collection,
storage, alteration, disclosure, use and publication of information relating to an
individual's private life can represent an interference with Article 8 ECHR. The
ECtHR has developed extensive jurisprudence on what can amount to personal
data. Examples of such information and data are given from the case law of
the ECtHR, including case law on data which is in the public domain and more
‘sensitive’ personal data.

The fourth subsection covers the protection of private information during the
investigative phase of proceedings. State authorities might seek to collect personal
data in a variety of different contexts related to the judiciary, for example as part
of attempts to combat crime, and to collect evidence for use in prosecutorial
and judicial proceedings. This subsection considers examples of such measures
that States may adopt, including the search and seizure of personal data, secret
surveillance, bulk interception and targeted interception of communications, and
the infiltration of encrypted communications, and how these measures might
constitute an interference with Article 8 ECHR.

As technology develops the extent of data that may be collected by States
will only increase, with the corresponding increase in potential interferences with
Article 8 ECHR. In respect of bulk interception of communication, which do not
target any specific individual, for instance, these measures have a potentially
extraordinarily wide reach both inside and outside the State conducting the
surveillance. Likewise, the use of software by State authorities to infiltrate
encrypted communications has raised several potential human rights issues,
including in respect of States intercepting the messages of senders based in other
countries and the transfer of data across jurisdictions.

Balancing Data Protection with Transparent Justice
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There is a particularly increased risk of abuse in respect of secret surveillance.
Due to their very nature, the existence and application of secret surveillance
measures can remain unknown to those impacted by them and State authorities
will be unwilling to disclose details of, or the existence of, surveillance as this
would undermine its effectiveness. This subsection therefore analyses how the
ECtHR has sought to recognise the necessarily secret nature of these surveillance
measures, whilst also limiting the potential for abuse and ensuring that measures
can be challenged. This subsection emphasises the importance of the existence,
and effective implementation, of adequate guarantees against the abuse of data
collection powers.

The fourth subsection also provides analysis of when the use of material obtained
in breach of Article 8 in judicial proceedings may engage questions of the right to
a fair trial under Article 6. This subsection notes how the use of such evidence in
judicial proceedings will not automatically give rise to a breach of Article 6 and
the ECtHR has reiterated that the rules on admissibility of evidence is primarily a
matter for domestic law. The question is whether the proceedings as a whole are
fair, considering all the circumstances of the case, including whether the applicant is
able to challenge the admissibility of the evidence in an adversarial process.

There are numerous other ways in which the guarantees provided by Article
6 might be impacted by the requirements to protect personal data under Article
8. The fifth subsection therefore addresses the publication of information
during judicial proceedings and the interactions between Article 8 and Article 6
in this context. This section is subdivided into consideration of the presumption
of innocence under Article 6, protections under Article 8, the right to a public
hearing under Article 6, and the right to public pronouncement of judgments
under Article 6.

First, this subsection considers the investigative stage of judicial proceedings
and how Convention rights, might be engaged when information is shared with
the public about those proceedings. In this context the right to be presumed
innocent until proven guilty under Article 6(2) is of particular importance in
relation to criminal proceedings, for instance where, public statements could
include premature assertions that the accused is guilty.

The public nature of judicial proceedings can give rise to concerns regarding
the protection of the confidentiality of a person’s personal data, which might be
discussed or disclosed at a public hearing. Analysis is included of the ECtHR's case
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law on how national authorities must strike a fair balance between the public
character of proceedings, which the ECHR recognises as a fundamental principle
of democratic society, and protecting the interests of a party (or third party) to
proceedings in maintaining confidentiality of their data, for instance by limiting
the type and scope of data disclosed at a hearing, or, in certain circumstances,
holding a hearing in camera.

Balancing Data Protection with Transparent Justice
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Analysis is also provided on the circumstances when the public pronouncement
of judgments, which is a freestanding right under Article 6, may be limited, for
instance in national security cases. The public pronouncement of a judgment also
has the potential to infringe upon the rights to the protection of personal data,
physical and moral integrity, reputation and honour of those who are referenced in
a judgment; and a balance must be struck between a fair trial and data protection.
The different approaches to requests for anonymity before the ECtHR and the
CJEU are also considered, along with a comparison to the approaches taken in the
UK and German courts.

This leads Part 1 of the publication to its final section which focuses on the
evolving concept of the ‘right to be forgotten’ and the right to erasure of data.
This section considers the various sources of the ‘right to be forgotten’, which,
in the ECHR context, is not a free-standing right but can form part of Article
8. In the context of investigative and judicial proceedings, cases on the ‘right to
be forgotten' have arisen in two broad contexts. First, cases stemming from the
operation of the State’s criminal and civil justice system and associated record-
keeping, forinstance the keeping of records of individuals suspected of committing
an offence, but who are never convicted. Secondly, cases concerning journalistic
content published about individuals who have been the subject of criminal or civil
investigations or proceedings.

This latter category can raise particular issues in respect of freedom of
expression and freedom of the press, especially as, with the development of
technology and communication tools, a person’s personal information that is
published online has the potential to be available for some time and can have
far-reaching consequences. This final subsection therefore addresses in depth the
competing considerations between the right to privacy and freedom of expression
as they arise in the context of the ‘right to be forgotten’.

Part 2 of this publication, includes summaries of the judgments of the Court
that are considered relevant to the topic dealt with. In this instance, that includes
cases at ECtHR cases as well as judgments of the CJEU.
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Chapter 1

Overview of relevant
legal instruments

There are various instruments and authorities at the European level concerning
data protection and the data protection obligations which apply in the context
of investigative and judicial proceedings. This section outlines some of the major
legal instruments, including the relevant Articles within each.

a) Council of Europe instruments

European Convention of Human Rights

The protection of personal data is not a separate right under the European
Convention of Human Rights (“ECHR", or “the Convention").l! However, the
European Court of Human Rights (“ECtHR") has found that data protection is of
vital importance to a person'’s enjoyment of their rights guaranteed by Article 8
ECHR. This is the main Article through which the ECHR protects personal data.

Article 8
Article 8, which protects the right to respect for private and family life, states:

“1. Everyone has the right to respect for his private and family life, his
home and his correspondence.

2. There shall be no interference by a public authority with the
exercise of this right except such as is in accordance with the law and is

[ See below and compare with Article 8 of the Charter of Fundamental Rights of the EU.
[2] Satakunnan Markkinaporssi Oy and Satamedia Oy v. Finland, Grand Chamber judgment of 27 June 2017, no.
931/13, §137; Z v. Finland, judgment of 25 February 1997, no. 22009/93 at §95.
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necessary in a democratic society in the interests of national security,
public safety or the economic well-being of the country, for the
prevention of disorder or crime, for the protection of health or morals,
or for the protection of the rights and freedoms of others.”

The primary purpose of Article 8 is to protect against arbitrary interferences
by public authorities with private and family life, home and correspondence. To
demonstrate a breach of Article 8, an applicant must show that their complaint
falls within at least one of the four interests protected by the Article, namely,
private life, family life, home, and correspondence. In relation to all four interests,
the ECtHR has defined the scope of Article 8 broadly, including in the context of
data protection.”! The ECtHR's jurisprudence on the collection and use of personal
data is voluminous and covers a wide range of situations, from secret surveillance
conducted by public authorities to combat organised crime to the use of personal
data as evidence in the judicial context.

The Court has clearly indicated that:

“The protection of personal data is of fundamental importance
to a person's enjoyment of his or her right to respect for private
and family life, as guaranteed by Article 8 of the Convention. The
domestic law must afford appropriate safeguards to prevent any such
use of personal data as may be inconsistent with the guarantees of
this Article... Article 8 of the Convention thus provides for the right
to a form of informational self-determination, allowing individuals to
rely on their right to privacy as regards data which, albeit neutral, are
collected, processed and disseminated collectively and in such a form
or manner that their Article 8 rights may be engaged."!

The State may only interfere with a right protected by Article 8 where it is (a)
in accordance with the law, (b) in pursuit of a legitimate aim, and (c) necessary in a
democratic society in respect of one of the interests listed in Article 8(2). Additionally,
the State is obliged to ensure Article 8 rights are respected in the context of relations
between private parties e.g. by adopting specific measures aimed at doing so.

[3] See for example Klass and Others v. Germany, judgment of 6 September 1978, no. 5029/71 at §41 (included as a
summary in this publication).

[4] Satakunnan Markkinaporssi Oy and Satamedia Oy v. Finland, Grand Chamber judgment of 27 June 2017, no.
931/13 at §137.
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The requirements of Article 8 in respect of data protection are considered
in detail below. However, by way of example, in Zoltan Varga v. Slovakia,"! the
ECtHR considered the compatibility of secret surveillance with Article 8. In this
case, the applicant was the subject of surveillance aimed at monitoring him and
the meetings taking place at a property he owned. The warrants authorising the
surveillance were subsequently annulled, and some surveillance material was
anonymously posted online.

The ECtHR found that the covert surveillance amounted to a violation of the
applicant's right to private life on the sole basis that the interference with his
Article 8 rights was not “in accordance with law”, without finding it necessary to
examine whether the interference served a legitimate aim. The following factors
were relevant to this finding:

» the warrants were subsequently annulled by the domestic courts
on the basis that they were unlawful and unconstitutional;
» there was no examination by the issuing court of whether the
grounds for surveillance continued to exist as required by statute;
» the court files regarding the warrants had been destroyed;
» there were no specific rules governing the implementation of
the warrants or the destruction of the material obtained;
» control of the Slovak Intelligence Service (SIS) was mainly
political; no commission to supervise had been set up and the
domestic courts had not reviewed the actions of the SIS;
» the implementation of the warrants was outside the
purview of the administrative-law judiciary and beyond
the scope of state liability legislation; and
» the retention of the surveillance material had no sufficient basis in law,
and the storing of surveillance material had been subject to confidential
rules adopted and applied by the SIS with no element of external control.

As demonstrated by this judgment, safeguards against abuse and arbitrariness
in the collection and processing of personal data are key, specifically those
delineating the limits within which authorities may operate and providing
opportunities for review and redress where it is believed those limits have been
crossed.

[5] Zoltan Varga v. Slovakia, judgment of 20 July 2021, nos. 58361/12, 25592/16 and 27176/16.
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Of particular relevance for judges and prosecutors, are the issues of data protection
that come into play during judicial proceedings.! In addition to their rights under
Article 8 ECHR, any person whose personal data is collected and processed in the
context of judicial proceedings must also enjoy the guarantees of Article 6.

Article 6
Article 6, concerning the right to a fair trial, states:

“1. In the determination of his civil rights and obligations or of any
criminal charge against him, everyone is entitled to a fair and public
hearing within a reasonable time by an independent and impartial
tribunal established by law. Judgment shall be pronounced publicly but
the press and public may be excluded from all or part of the trial in the
interests of morals, public order or national security in a democratic
society, where the interests of juveniles or the protection of the private
life of the parties so require, or to the extent strictly necessary in the
opinion of the court in special circumstances where publicity would
prejudice the interests of justice.

2. Everyone charged with a criminal offence shall be presumed
innocent until proved guilty according to law.

3. Everyone charged with a criminal offence has the following
minimum rights:

(@) tobeinformedpromptly, inalanguage which he understands
and in detail, of the nature and cause of the accusation
against him;

(b) to have adequate time and facilities for the preparation of
his defence;

(c) todefend himselfin person or through legal assistance of his
own choosing or, if he has not sufficient means to pay for

(6] See, as recent examples, Ships Waste Oil Collector B.V. v. the Netherlands, judgment of 16 May 2023, no. 2799/16
(included as a summary in this publication), and Janssen de Jong Groep B.V. and Others v. the Netherlands,

judgment of 16 May 2023, no. 2800/16, not yet final at the moment of writing this Guide.
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legal assistance, to be given it free when the interests of
Justice so require;

(d) to examine or have examined witnesses against him and to
obtain the attendance and examination of witnesses on his
behalf under the same conditions as witnesses against him;

(e) to have the free assistance of an interpreter if he cannot
understand or speak the language used in court.”

Eternit v. Francel”! is an example of the balance to be struck between Article
6 and Article 8 in the data protection sphere. Here, the applicant company
complained that Article 6 had been violated when it was not provided with the
medical information relied upon by a consulting doctor for the Health Insurance
Office to conclude that an employee of the applicant company had contracted an
occupation-related disease.

The ECtHR found that the claim was inadmissible (manifestly ill-founded). The
civil limb of Article 6 was found to be engaged where an employer challenged
a decision of a Health Insurance Office that a disease was occupation-related.
However, the right to an adversarial procedure under Article 6 must be balanced
against the right to medical confidentiality in such a way that neither is impaired
in its very essence. The Court suggested one way to respect both Articles 6 and
8 could be for the domestic court to appoint an independent medical expert to
review the relevant medical records to guide the court and the parties without
breaching the confidentiality of those medical records. This mechanism is not,
however, required every time an employer requests it; it is sufficient for an
independent expert to be appointed only when the court considers that it has
insufficient information. The ECtHR also noted that the doctor in this case was
not under the direct authority of the Health Insurance Office, and that the
procedure by which the latter reached its decision was generally in line with the
adversarial principle.

In addition to Articles 8 and 6 ECHR, in several cases data protection issues
have been examined also under Article 10 ECHR.

[7] Eternitv. France, judgment of 27 March 2012, no. 20041/10.
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Article 10
Article 10, on the right to freedom of expression, provides:

“1. Everyone has the right to freedom of expression. This right shall
include freedom to hold opinions and to receive and impart information
and ideas without interference by public authority and regardless
of frontiers. This Article shall not prevent States from requiring the
licensing of broadcasting, television or cinema enterprises.

2. The exercise of these freedoms, since it carries with it duties and
responsibilities, may be subject to such formalities, conditions, restrictions
or penalties as are prescribed by law and are necessary in a democratic
society, in the interests of national security, territorial integrity or public
safety, for the prevention of disorder or crime, for the protection of health
or morals, for the protection of the reputation or rights of others, for
preventing the disclosure of information received in confidence, or for
maintaining the authority and impartiality of the judiciary.”

The ECtHR has held that “freedom of expression constitutes one of the
essential foundations of [democratic] society, one of the basic conditions for its
progress and for the development of every man".[®!

Article 10 is broad in scope. Its protections are not limited to particular types
of information or ideas, or forms of expression. It applies equally to, for example,
paintings, the production of plays, information of a commercial nature, photos
and photomontages, and conduct.

The ECtHR has stressed that Article 10 protects information and ideas that
offend, shock or disturb, not merely those that are inoffensive or a matter of
indifference; but incitement to intolerance or violence and hatred are legitimate
limits on Article 10.

In the context of data protection, Article 8 and Article 10 might be viewed as
standing in opposition to one another. In balancing the rights protected under
each Article, the ECtHR has found that the outcome of a case should in principle
not depend on the Article under which the complaint was lodged.

(8] Handyside v. the United Kingdom, judgment of 7 December 1976, no. 5493/72 at §49.
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The judgment of Dupuis and others v. France is an illustration of balancing
Article 6 and Article 10 rights in relation to the publication of material obtained
from an ongoing judicial investigation. In this case, the applicants — two journalists
and a publishing company — were found guilty of the offence of using information
obtained illegally (through a breach of the confidentiality of the investigation or of
professional confidentiality) in their book describing the workings of surveillance
operations ordered at the highest level of the state. The surveillance operations
had provoked considerable media interest when they were discovered. During a
judicial investigation, one of the French President’s main aides, GM, was placed
under formal investigation; it was he who lodged the complaint leading to the
applicants’ conviction.

The ECtHR accepted that the conviction was prescribed by law and had a
legitimate aim. In respect of the necessity of the interference, on the one hand,
the applicants’ book contributed to a debate of considerable public interest and
the public had a legitimate interest in the information it contained e.g. against
whom surveillance had been ordered, the conditions of surveillance and the
instigators. GM was not a politician, but was an influential public figure. On the
other hand, it is legitimate to grant special protection to the confidentiality of the
judicial investigation. However, at the time of the publication of the book, there
was already widespread media coverage and it was well-known that GM was
under investigation; indeed, he regularly made comments to the press. It had not,
therefore, been established how disclosure in the book could have had a negative
impact on GM's right of presumption of innocence. The journalists had acted in
accordance with the standards governing their profession. The ECtHR found that
there was a violation of Article 10.

In N.S. v. Croatia,"® the applicant was found guilty of breaching the
confidentiality of administrative proceedings relating to the custody of a child
by disclosing confidential information. Following a tragic accident, there was a
dispute between the paternal and maternal family about the custody of NG, a
child. This attracted significant media coverage. The applicant had given interviews,
including on national television, in which she had provided information obtained
from the confidential custody proceedings; as a result, she was found guilty.

[9] Dupuis and others v. France, judgment of 7 June 2007, no. 1914/02.
[10] N.S.v. Croatia, judgment of 10 September 2010, no. 36908/13.
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The ECtHR considered whether the interference with Article 10 was necessary in
a democratic society. The applicant’s right to inform the public about the improper
functioning of child care proceedings — she had acted in good faith to protect
NG's interests — had to be balanced against NG's right to privacy and against the
prohibition on disclosure without authorisation of information revealed during
proceedings held in private. The ECtHR found that the national courts had applied
a formalistic approach to confidentiality. The protection of children’s personal data
was essential; however, no consideration had been given to the background of the
disclosure and the fact that the information disclosed was already in the public
domain, at times provided by the domestic authorities themselves.

Convention 108 and Convention 108+

The Convention for the Protection of Individuals with regard to Automatic
Processing of Personal Data (ETS No. 108) (“Convention 108") is a landmark
instrument in the field of data protection adopted by the Council of Europe in January
1981." Convention 108 aims to empower individuals to know about, understand and
control the processing of their personal data by others whilst providing a framework
for international data flows. It does so by laying down conditions and restrictions
in respect of the processing of information and the protection of personal data,
and fostering international co-operation between supervisory authorities. It strikes
a delicate balance between the right to personal autonomy and human dignity,
on one hand, and, on the other, the importance of global data flows in exercising
fundamental rights and fostering social and economic progress.[?

The Additional Protocol to the Convention for the Protection of Individuals
with regard to Automatic Processing of Personal Data, regarding supervisory
authorities and transborder data flows (ETS No. 181) (the “Additional Protocol")
was adopted by the Council of Europe in November 2001. The aim of the
Additional Protocol was to improve the application of the principles contained
in Convention 108 in two main regards. Firstly, it provides for parties to set up
national supervisory authorities responsible for ensuring compliance with the laws

[11] Convention 108 has been ratified by 55 states, including non-members of the Council of Europe, such as Uruguay,
Tunisia and Mexico. In respect of the Western Balkan states, Albania ratified Convention 108 in 2005, Bosnia and
Herzegovina in 2006, Montenegro in 2005, North Macedonia in 2006, and Serbia in 2005. https://www.coe.int/
en/web/conventions/full-list?module=treaty-detail&treatynum=108.

[12] COE  Convention 108+, p.16. https://rm.coe.int/convention-108-convention-for-the-protection-of-

individuals-with-regar/16808b36f1.
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adopted pursuant to Convention 108. Secondly, it restricts transborder data flows
to third countries and/or international organisations that are able to afford an
adequate level of protection.

In May 2018, the Committee of Ministers adopted the Amending Protocol to
the Convention for the Protection of Individuals with regard to the Processing
of Personal Data (Protocol CETS No. 223) (“Convention 108+").! This aims
to modernise Convention 108 (and the protocols adopted since 1981) to deal
with challenges resulting from the use of new information and communication
technologies and to strengthen its effective implementation.['”

There are various differences between Convention 108 and Convention 108+. For
example, the wording and structure of Article 1, detailing the objective and purpose,
has been amended to “highligh[t] the fact that the processing of personal data may
positively enable the exercise of other fundamental rights and freedoms”.["”

Whilst the definitions of personal data and data subjects were not modified
by Convention 108+, further definitions were introduced, such as recipient and
processor. Convention 108+ applies to both automated and non-automated
processing of personal data; however, it continues to apply to both the private
and public sectors indistinctly.['!

Parties are no longer able to exempt certain types of data processing from
the application of Convention 108+ e.g. for national security and defence
purposes. The special categories of data (i.e. those which benefit from heightened
protections) have been expanded to include genetic and biometric data, trade-
union membership and ethnic origin. Data subjects are granted new rights to
enable them greater control over their data, including the provision of further
information when data subjects exercise their right of access and an entitlement
to obtain knowledge of the reasoning underlying the data processing.["]

[13] As at the date of writing, Convention 108+ has been ratified by 26 states so far and will come into force once it has
beenratified by at least 38 states. Of the Western Balkan states, Serbia (2020), North Macedonia (2021) and Albania
(2022) have ratified Convention 108+. Bosnia and Herzegovina is a signatory; however, Montenegro is not yet a

signatory. https://www.coe.int/en/web/conventions/full-list?module=signatures-by-treaty&treatynum=223.

[14] COE Convention 108+, p.16, 34. https://www.coe.int/en/web/data-protection/convention108-and-protocol.
[15] Council of Europe, the modernised Convention 108: novelties in a nutshell: https://rm.coe.int/16808accf8, p.1.
[16] Council of Europe, the modernised Convention 108: novelties in a nutshell: https://rm.coe.int/16808accf8, p.2
n7] Council of Europe, the modernised Convention 108: novelties in a nutshell: https://rm.coe.int/16808accf8, p.3
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The ECtHR has referred to Convention 108 in its case law concerning data
protection, in particular, the Court relies on the definitions of personal data, data
processing and sensitive / special categories which are set out in Convention 108.'¢]

Itis also to be noted that work on Convention 108+ and the EU data protection
reform package “ran in parallel and utmost care was taken to ensure consistency

between both legal frameworks."'!

Recommendation No. R (95) 4

Recommendation No. R (95) 4 of the Committee of Ministers to Member States
on the protection of personal data in the area of telecommunication services, with
particular reference to telephone services (“Recommendation No. R (95) 4")
was adopted by the Committee of Ministers on 7 February 1995.

This instrument seeks to apply the principles of Convention 108 to the sector of
telecommunications, in particular telephony, to guarantee an individual's privacy
when using telecommunication services. It offers specific rules and guidelines
for the sector to address the contemporary data protection vulnerabilities of
telephone communications, such as unauthorised interception and greater
personal data generation and storage. This was undertaken because it was felt
that it was not immediately obvious how to find solutions compatible with
Convention 108 to the problems raised by the new technology.

Budapest Convention

The Convention on Cybercrime (ETS No. 185) (the “Budapest Convention”)
is the first, and considered to be the most relevant, international treaty on
cybercrime and electronic evidence. It opened for signature on 23 November
2001 and, as at the date of writing, has been ratified 68 countries in Europe,
Africa, North and South America and Asia, including the United States of America.

The aim of the Budapest Convention is to support the development of a
common criminal policy aimed at the protection of society against cybercrime,

[18] Aman v. Switzerland, Grand Chamber judgment of 16 February 2000, no. 27798/95; Benedik v. Slovenia, judgment
of 24 April 2018, no. 62357/14; Catt v. the United Kingdom, judgment of 24 January 2019, no. 43514/15 at §§58-60
[19] Convention 108+ Explanatory Report, p.15. https://rm.coe.int/convention-108-convention-for-the-protection-

of-individuals-with-regar/16808b36f1
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for example by encouraging the adoption of appropriate legislation and fostering
international co-operation. As such, it provides for (i) the criminalisation of
conduct ranging from illegal access, data and system interference to copyright
infringement, computer-related fraud and child pornography; (i) legal procedural
tools to investigate cybercrime and secure electronic evidence; and (iii) efficient
international cooperation.

The Budapest Convention strikes a balance between permitting societies
to access and use the Internet freely and ensuring an effective criminal justice
response to cybercrime. Any restrictions on computer and Internet use are defined
narrowly; investigations and prosecutions are limited to specific criminal offences;
and only specified data required as evidence in specific criminal proceedings is
secured, subject to various safeguards.’?%

b) European Union instruments

The Charter of Fundamental Rights of the European Union

The Charter of Fundamental Rights of the European Union (the “Charter”)
contains 50 fundamental rights and principles, with four additional articles
concerning the interpretation and application of the Charter. It has been legally
binding since 1 December 2009 with the same legal value as other treaties of
the European Union®". Whilst the Charter is always binding on the institutions,
bodies, offices and agencies of the EU, Member States are only subject to it when
implementing EU lawf??,

Individuals, private legal persons and even public entities in certain
circumstances may rely on the Charter in respect of their relations with EU
institutions and bodies etc., and with Member States implementing EU law. ©°)

[20] The ECtHR has referred in several judgments to the Convention on Cybercrime. See for example K.U. v. Finland,
judgment of 2 December 2008,, no. 2872/02 at §§24-27.

[21] Article 6(1), the Treaty on European Union (“TEU").

[22] Article 51, the Charter.

[23] FRA, “Applying the Charter of Fundamental Rights of the European Union in law and policymaking at national
level: guidance”, 2020, p.20.
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Article 7, concerning respect for private and family life, states:

“Everyone has the right to respect for his or her private and family
life, home and communications.”

The Explanations relating to the Charter? provide that Article 7 corresponds
to Article 8 ECHR. In light of technological developments, “communications” has
been used in place of “correspondence” which is found in Article 8 ECHR. Under
Article 52(3) (see below), the limitations which may legitimately be imposed on
this right are the same as those permitted by Article 8 (2) ECHR.

In a similar manner to Article 8 ECHR, for Article 7 Charter to be engaged, there
must be an interference with the right, which depends on the context and facts
of each case.”

Article 8 of the Charter, which provides specifically for the protection of
personal data, states:

“1. Everyone has the right to the protection of personal data
concerning him or her.

2. Such data must be processed fairly for specified purposes and
on the basis of the consent of the person concerned or some other
legitimate basis laid down by law. Everyone has the right of access to
data which has been collected concerning him or her, and the right to
have it rectified.

3. Compliance with these rules shall be subject to control by an
independent authority.”

There is no similar standalone right for the protection of personal data
recognised by the ECHR. As discussed above, the right to protection of personal
data is encapsulated within the right to private life under Article 8 ECHR. However,
the drafters of the Charter felt that technological developments, together with
the advancement of the international and national law, including case-law dealing
specifically with data processing, called for a separate provision protecting this

[24] 0J €303, 14.12.2007, pp. 17-35.
[25] FRA, “Handbook on European data protection law”, 2018, p. 20.
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right. The Court of Justice of the European Union (“CJEU") has explained that
Articles 7 and 8 of the Charter are so closely linked that they may be regarded
as establishing a ‘right to respect for private life with regard to the processing
of personal data'®, with Article 8 taking the role of a lex specialis in relation to
Article 7.7

Article 8 Charter is engaged as soon as personal data is processed. Unlike Article
7 Charter and Article 8 ECHR, there is no need to show that persons concerned
have been inconvenienced in any way.

To be lawful, all data processing must fulfil the conditions laid down by
Article 52(1) (see below). Article 52(1) imposes conditions of lawfulness and
proportionality where any rights provided for in the Charter are limited, akin to
those found in Article 8(2) ECHR. However, under the Charter, there is greater
potential for such conditions to be applied to data processing, given that (by
comparison to Article 8 ECHR) it is not necessary to show an interference with
a person'’s rights; mere processing of personal data suffices to engage Article 8
Charter.

Article 52, regarding the scope and interpretation of rights and principles,
states:

“1. Any limitation on the exercise of the rights and freedoms
recognised by this Charter must be provided for by law and respect
the essence of those rights and freedoms. Subject to the principle of
proportionality, limitations may be made only if they are necessary and
genuinely meet objectives of general interest recognised by the Union
or the need to protect the rights and freedoms of others.

[26] See Volker und Markus Schecke GbR and others v. Land Hessen, Grand Chamber judgment of 9 November 2010,
Joined Cases C-92/09 and C-93/09 at §52.

[27] In this regard the CJEU has underlined that: “The retention of data for the purpose of possible access to them by
the competent national authorities... directly and specifically affects private life and, consequently, the rights
guaranteed by Article 7 of the Charter. Furthermore, such a retention of data also falls under Article 8 of the
Charter because it constitutes the processing of personal data within the meaning of that article and, therefore,
necessarily has to satisfy the data protection requirements arising from that article...” Digital Rights Ireland Ltd
v. Minister for Communications, Marine and Natural Resources and others, Grand Chamber judgment of 8 April

2014,- Joined Cases C-293/12 and C-594/12 at §29 (included as a summary in this publication).
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3. Inso far as this Charter contains rights which correspond to rights
guaranteed by the Convention for the Protection of Human Rights and
Fundamental Freedoms, the meaning and scope of those rights shall be
the same as those laid down by the said Convention. This provision shall
not prevent Union law providing more extensive protection.

”

Under Article 52(3), while the ECHR establishes the minimum threshold
of protection, EU law (including the Charter) may provide for more extensive
protection. In respect of the Charter rights which correspond to the rights
protected by the ECHR, those Charter rights have the same meaning and scope
as those laid down by the ECHR, including by reference to the ECHR case law.?®!

In their case law, the CJEU and the ECtHR often refer to the other’s judgments
as part of the constant dialogue between the two courts. Therefore, CJEU
jurisprudence is relevant for the Western Balkans not only due to the issue of
accession, but also because the ECtHR takes account of CJEU jurisprudence and
EU instruments, particularly in the context of data protection.

Digital Rights Ireland®?®! is an example of how the CJEU has applied the Charter
provisions on data protection in the field of the investigation and prevention of

crime. This case is discussed below under Directive 2006/24/EC.

Directive 2006/24/EC

Directive 2006/24/EC concerned the retention of data generated or processed
in connection with the provision of publicly available electronic communication
services or of public communications networks. It required providers of publicly
available electronic communication services or public communication networks
to retain users’ data for up to two years to permit the prevention, investigation

[28] FRA, “Applying the Charter of Fundamental Rights of the European Union in law and policymaking at national
level: guidance”, 2020, p.22.

[29] Digital Rights Ireland Ltd v. Minister for Communications, Marine and Natural Resources and others, Grand
Chamber judgment of 8 April 2014, Joined Cases C-293/12 and C-594/12 (included as a summary in this
publication).

Balancing Data Protection with Transparent Justice
30 The European Legal Framework



and prosecution of serious crime. The content of the electronic communications
was not required to be stored.

In April 2014, the CJEU declared the directive to be invalid in Digital Rights
Ireland®® because it involved serious interferences with Article 7 and 8 Charter
rights which were not strictly limited to what was necessary.

Digital Rights Ireland is therefore an example of how the CJEU has applied
the Charter provisions on data protection in the field of the investigation and
prevention of crime. In particular, the CJEU held that there had been an interference
with Article 8 Charter because the directive required the processing of personal
data. There had also been interference with Article 7 Charter because the data
retained allowed for “very precise conclusions to be drawn concerning the private
lives of the persons whose data has been retained, such as the habits of everyday
life, permanent or temporary places of residence, daily or other movements, the
activities carried out, the social relationships of those persons and the social
environments frequented by them” 1l

General Data Protection Regulation

The General Data Protection Regulation? (“GDPR") was adopted under
Article 16 Treaty on the Functioning of the European Union (“TFEU"), and provides
an independent legal basis for data protection which extends to all matters on
which the EU is competent to legislate, including police and judicial cooperation
in criminal matters. The GDPR modernised EU data protection legislation and
provided for consistent rules across the Member States. !

[30] Digital Rights Ireland Ltd v. Minister for Communications, Marine and Natural Resources and others, Grand
Chamber judgment of 8 April 2014, Joined Cases C-293/12 and C-594/12 (included as a summary in this
publication).

[31] Digital Rights Ireland Ltd v. Minister for Communications, Marine and Natural Resources and others, Grand
Chamber judgment of 8 April 2014, Joined Cases C-293/12 and C-594/12 at §27 (included as a summary in this
publication).

[32] Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data and on the free movement of such data, and repealing
Directive 95/46/EC (General Data Protection Regulation). The Regulation entered into force on 25 May 2018.

[33] The GDPR repealed Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of personal data and on the free movement of such data

(the Data Protection Directive). See also FRA, “Handbook on European data protection law”, 2018, p.30.
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Article 10

Article 10 GDPR, which concerns the processing of personal data relating to
criminal convictions and offences, states:

“Processing of personal data relating to criminal convictions and offences
or related security measures based on Article 6(1) [the circumstances in
which processing is lawful] shall be carried out only under the control of
official authority or when the processing is authorised by Union or Member
State law providing for appropriate safeqguards for the rights and freedoms
of data subjects. Any comprehensive register of criminal convictions shall be
kept only under the control of official authority.”

Applicability of the GDPR to courts

Recital 20 of the GDPR states:

“While this Regulation applies, inter alia, to the activities of courts

and other judicial authorities, Union or Member State law could specify
the processing operations and processing procedures in relation to the
processing of personal data by courts and other judicial authorities,
The competence of the supervisory authorities should not cover the
processing of personal data when courts are acting in their judicial
capacity, in order to safeguard the independence of the judiciary in the
performance of its judicial tasks, including decision-making. It should
be possible to entrust supervision of such data processing operations to
specific bodies within the judicial system of the Member State, which
should, in particular ensure compliance with the rules of this Regulation,
enhance awareness among members of the judiciary of their obligations
under this Regulation and handle complaints in relation to such data
processing operations.” (emphasis added)

This Recital sets out that whilst the GDPR applies to courts, the national
supervisory authority required by the GDPR should not oversea the personal data
processing undertaken by courts acting in their judicial capacity. This is detailed in
the Articles of the GDPR which carve out exceptions to the general rules for courts
acting in their judicial capacity.
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Article 9 GDPR, on the processing of special categories of personal data,
provides:

“1. Processing of personal data revealing racial or ethnic origin, political
opinions, religious or philosophical beliefs, or trade union membership, and
the processing of genetic data, biometric data for the purpose of uniquely
identifying a natural person, data concerning health or data concerning a
natural person’s sex life or sexual orientation shall be prohibited.

2. Paragraph 1 shall not apply if one of the following applies:

(f) processing is necessary for the establishment, exercise or defence
of legal claims or whenever courts are acting in their judicial capacity;”

Article 23 GDPR enumerates the situations in which states are permitted to

restrict or make exemptions to the data protection obligations otherwise imposed
under the GDPR. This includes where it is necessary and proportionate for:

(f) the protection of judicial independence and judicial proceedings;”
Article 37 GDPR, on the requirement of a data protection officer, states:

“1. The controller and the processor shall designate a data protection
officer in any case where:

a) the processing is carried out by a public authority or body,
except for courts acting in their judicial capacity;”

Article 55 GDPR, on the competence of the supervisory authority required
under Article 51, states:

3. Supervisory authorities shall not be competent to supervise
processing operations of courts acting in their judicial capacity.”
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It appears that 18 of the 30 European Economic Area (“EEA") Member States
interpreted the phrase “acting in their judicial capacity” as meaning that courts
can act in their judicial capacities, but can also act in other capacities. This is
known as the functional interpretation. In contrast, only eight countries adhered
to an interpretation that courts always act in their judicial capacities, known as
the institutional interpretation.B*

In regards to the functional interpretation, the practices of the EEA countries
are homogenous. Personal data in all legal court cases are seen as within the scope
of the judicial capacity. This means personal data in documents processed in such
cases, including verdicts, case records etc. However, personal data not related to
the contents of court cases, such as data relating to internal organisation and
processes and personnel of the courts, are beyond the scope of judicial capacity.
In the relevant countries, courts have arranged supervision internally when they
are acting in their judicial capacity e.g. via courts higher in the hierarchy or special
departments.B*

In X and Z v. Autoriteit Persoonsgegevens®, the CJEU appears to have adopted
a functional interpretation. Z, a party to court proceedings represented by X,
requested that the Dutch supervision authority take enforcement measures
against the relevant judicial authority for infringement of the GDPR. They claimed
the GDPR had been infringed when the judicial authority had made available
to journalists present on the day of the hearing documents intended to enable
journalists to follow hearings, namely a copy of the notice of appeal, a copy of
the response and a copy of the contested judicial decision. Those documents were
destroyed at the end of the day. The Dutch supervision authority refused as it was
not competent under Article 55(3) GDPR i.e. because the judicial authority was
acting in its judicial capacity.

The CJEU held that Article 55(3):

“must be understood... as not being limited to the processing of
personal data carried out by courts in specific cases, but as referring,

[34] Custers et al, “Quis custodiet ipsos custodies? Data protection in the judiciary in EU and EEA Member States”
International Data Privacy Law (2022), pp.103, 108-111.

[35] Custers et al, “Quis custodiet ipsos custodies? Data protection in the judiciary in EU and EEA Member States”
International Data Privacy Law (2022), p.111.

[36] X and Z v. Autoriteit Persoonsgegevens, First Chamber judgment of 24 March 2022, C-245/20.
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more broadly, to all processing operations carried out by courts in the
course of their judicial activity, such that those processing operations
whose supervision by the supervisory authority would be likely, whether
directly or indirectly, to have an influence on the independence of
their members or to weigh on their decisions are excluded from that
authority’s competence."’)

Thus, the processing of personal data carried out by courts in the context of
their communication policy on cases before them falls outside the competence
of the supervision authority. The determination of information from a case file
to be shared with journalists to enable them to report on court proceedings is
“clearly” linked to courts acting in their judicial capacity. It is irrelevant whether
or not there is a legal basis in domestic law for courts to disclose information to
third parties.®

The Data Protection Commissioner of the Council of Europe (“DPC”) is an
independent function established under Article 4 of the Secretary General's
Regulation of 17 April 1989 instituting a system of data protection for personal
data files at the Council of Europe (“1989 Regulation”).

The DPC ensures that all personal data collected and processed by the Council
of Europe is in conformity with the data protection principles set out in the 1989
Regulation. The DPC also has other functions, including:

» investigating complaints from staff arising out of the
implementation of the 1989 Regulation;

» formulating opinions at the request of the Secretary General on any
matter relating to the implementation of the 1989 Regulation; and

» bringing to the attention of the Secretary General any proposals
for improvement of the system of data protection.?!

[37] X and Z v. Autoriteit Persoonsgegevens, First Chamber judgment of 24 March 2022, C-245/20 at §34.

[38] X and Z v. Autoriteit Persoonsgegevens, First Chamber judgment of 24 March 2022, C-245/20 at §§36-38.

[39] Council of Europe, Activity Report of the Data Protection Commissioner: November 2020-October 2022,
DPCOM Report 2020-2022, p.5.
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The DPC may also be invited to participate in the work of the Consultative
Committee of Convention 108 and in meetings of bodies external to the Council
of Europe, such as the Global Privacy Assembly.“l

Between 2020 and 2022, the DPC participated, during the Global Privacy
Assembly in Mexico, in a panel on Convention 108 and artificial intelligence.
He also attended a hearing before the Parliamentary Assembly's Committee on
Culture, Science, Education and Media on monitoring and tracing apps deployed
in connection with the COVID-19 pandemic.*!

The DPC made recommendations on the question of data anonymisation and the
protection of personal datain judicial proceedings to the Registrar of the Administrative
Tribunal. He was asked for an opinion on the lawfulness of the disclosure of data
in connection with an internal fraud investigation and consulted on updating the
internal regulations regarding protection of personal data. The new Council of Europe
Regulations on the Protection of Personal Data were adopted on 15 June 2022.14Z

d) European Data Protection Supervisor

The European Data Protection Supervisor (“EDPS") is the independent data
protection authority within the European Union responsible for supervising the
processing of personal data by the institutions, bodies, offices and agencies of the
European Union.**!

Its powers are set out in Regulation 2018/1725, under which, for example, it
may impose administrative fines on EU institutions or refer a case to the CJEU.
The EDPS has specific powers to supervise the manner in which certain bodies
and agencies process personal data; for example, European Union Agency for
Law Enforcement Cooperation (Europol) and the European Public Prosecutor’s
Office.[*4

[40] Council of Europe, Activity Report of the Data Protection Commissioner: November 2020-October 2022,
DPCOM Report 2020-2022, p.5.

[41] Council of Europe, Activity Report of the Data Protection Commissioner: November 2020-October 2022,
DPCOM Report 2020-2022, p.7.

[42] Council of Europe, Activity Report of the Data Protection Commissioner: November 2020-October 2022,
DPCOM Report 2020-2022, pp. 10 and 12.

[43] European Data Protection Supervisor, Annual Report Executive Summary '22, p.3.

[44] European Data Protection Supervisor, Annual Report Executive Summary '22, pp.4-5.
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In addition to monitoring the processing of personal data to ensure compliance
with data protection rules, the EDPS:

» advises the European Commission, European Parliament and the Council
on legislative proposals and initiatives relating to data protection;

» monitors and assesses technological developments
impacting the protection of personal data; and

» works with data protection authorities to promote
consistent data protection across the EU.[*]

In 2022, the EDPS had various ongoing investigations into the institutions and
agencies of the EU on their use of products and cloud services from entities based
outside the European Economic Area, including the European Commission's
use of Microsoft Office 365.14! It also requested that the CJEU annuls certain
provisions of the amended Europol Regulation as they undermine legal certainty
for individuals' personal data and threaten the independence of the EDPS.

In conjunction with the European Data Protection Board, the EDPS issued a
Joint Opinion on the Proposal for the European Health Data Space - the first of a
series of proposal for domain-specific common European data spaces —and a Joint
Opinion on the Proposal for the Data Act, which aims to establish harmonised
rules on the access to, and use of, data generated from a broad range of products
and services, such as connected objects and virtual assistants.*’

[45] European Data Protection Supervisor, Annual Report Executive Summary '22, p.4.
[46] European Data Protection Supervisor, Annual Report Executive Summary '22, p.13.
[47] European Data Protection Supervisor, Annual Report Executive Summary '22, p.16.
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Chapter 2

What is private information
and personal data?

The protection of personal data is of fundamental importance to a person's
enjoyment of the right to respect for private and family life, home and
correspondence, as guaranteed by Article 8 ECHR.*®! The collection, storage,
alteration, disclosure, use and publication of information relating to an individual's
private life can, therefore, represent an interference with Article 8 ECHR .

The Court defines “information relating to an individual's private life”, by
reference to the definition of personal data in Convention 108.°% Article 2(a) of
Convention 108 provides:

“personal data” means any information relating to an identified or
identifiable individual (“data subject”);[51]

This definition of personal data must not be interpreted restrictively. It is a
broad conceptd which includes both information which directly identifies an
individual (such as their name), as well as information which can be used to
identify them indirectly by reference to an identifier such as location data or their
internet protocol (IP) address.

[48] Satakunnan Markkinaporssi Oy and Satamedia Oy v. Finland, Grand Chamber judgment of 27 June 2017, no.
931/13 at §137.

[49] Rotaruv. Romania, Grand Chamber judgment of 4 May 2000, no. 28341/95 at §46.

[50] Council of Europe Convention for the Protection of Individuals with regard to Automatic Processing of Personal
Data of 28 January 1981 (ETS No. 108), which entered into force in 1985 and was updated in 2018.

[51] Amann v. Switzerland, Grand Chamber judgment of 16 February 2000, no. 27798/95 at §65; Rotaru v. Romania,
Grand Chamber judgment of 4 May 2000, no. 28341/95 at §43.

[52] Rotaruv. Romania, Grand Chamber judgment of 4 May 2000, no. 28341/95 at §43.
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The concept of personal data has been found by the Court to include the
following types of information (this list is not exhaustive):

» A person’s first name and their surnamel*’!

» A person’s date of birthl>*l

» A person's home address®

» Telephone numbers dialled, telephone, email and Internet usage,
such as the date, time, duration of communications*®l

» Messages sent on online messaging servicest®”

» A person’s dynamic Internet Protocol (“IP") address which reveals
details such as a person’s broader location and the Internet
Service Provider (“ISP") to which the user is connected (even
where they are not named as the subscriber to the ISP)&!

» Genetic and biometric data, including cellular samples,

DNA profiles,* fingerprints®® and voice samples(®”

» Health data, for example information on HIV diagnosis, ¢
pregnancy® and the carrying out of an abortion®*, mental health
and compulsory placement in a mental health facility(®l

» Information on a person's sexual orientation and / or their sex lifel®¢l

[53] Guillot v. France, judgment of 24 October 1996, no. 22500/93.

[54] Cattv. the United Kingdom, judgment of 24 January 2019, no. 43514/15.

[55] Cattv. the United Kingdom, judgment of 24 January 2019, no. 43514/15.

[56] Coplandv. the United Kingdom, judgment of 3 April 2007, no. 62617/00 at §§41 and 43.

[57] Barbulescu v. Romania, Grand Chamber judgment of 5 September 2017, no. 61496/08 at §§18 and 74-81.

[58] Benedik v. Slovenia, judgment of 24 April 2018, no. 62357/14, §§107-108, where the applicant was found to be
‘identifiable’ (rather than identified) by his dynamic IP address. The IP address showed that he was connected to
a certain ISP, but it was his father who was named as the subscriber. Even though the IP address did not reveal his
name or address, the information obtained (location, usage etc.) made him identifiable.

[59] Trajkovski and Chipovski v. North Macedonia, judgment of 13 February 2020, nos. 53205/13 and 63320/13;
Boljevic v. Serbia, judgment of 16 June 2020, no. 47443/14.

[60] S. and Marper v. the United Kingdom, Grand Chamber judgment of 4 December 2008, nos. 30562/04 and
30566/04 at §§70- 77 and 84 (included as a summary in this publication).

[61] P.G.andJ.H. v. the United Kingdom, judgment of 25 September 2001, no. 44787/98 at §§38 and 63.

[62] Zv. Finland, judgment of 25 February 1997, no. 22009/93 at §§113-114.

[63] Konovalova v. Russia, judgment of 9 October 2014, no. 37873/04 at §§39-50.

[64] M.S. v. Sweden, judgment of 27 August 1997, no. 20837/92 at §§41-42.

[65] Malanicheva v. Russia (dec.), decision of 31 May 2016, no. 50405/06 at §§13 and 15-18.

[66] Dudgeon v. the United Kingdom, judgment of 22 October 1981, no. 7525/76 at §41.
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»
»
»

»
»
»
»
»

»

A person's occupation(®”)

GPS location datal®®!

A person’s financial situation, financial

transactions or professional dealings®

Details of taxable earned and unearned income and taxable net assets/”®!
Information on engagement in political activities and protests’"

Political opinions, religious, philosophical and other beliefs"?
Membership of associations or trade unions!”!

Information on criminal offences, proceedings, convictions, cautions or
related preventive measures (such as being detained in a police station)
Ethnic origin(’®]

Personal Data in the Public Domain

Even where information is already in the public domain, or can be accessed by
the public, it can still be deemed to be “personal data” which merits the protection
of Article 8. Whether or not personal data available in the public domain engages
the protection of Article 8 will depend on the circumstances of the case, including
how the data is collected, used and stored. For example, even where information
ona person's taxable income and assets could be accessed by the public, disclosure
of this information engaged Article 8 where it was systematically collected and
published in a newspaper.’ Similarly, data on a person's criminal conviction is
often available in the public domain; their criminal trial is likely to be open to the
public and reported in the media and their conviction stored in a central record

[67]
[68]
[69]
[70]

7
[72]

[73]
[74]

[75]

[76]

40

Kheliliv. Switzerland, judgment of 18 October 2011, no. 16188/07 at §56.

Uzun v. Germany, judgment of 2 September 2010, no. 35623/05 at §§49-53.

M.N. and Others v. San Marino, judgment of 7 July 2015, no. 28005/12 at §51.

Satakunnan Markkinaporssi Oy and Satamedia Oy v. Finland, Grand Chamber judgment of 27 June 2017, no.
931/13.

Rotaruv. Romania, Grand Chamber judgment of 4 May 2000, no. 28341/95 at §44.

Cattv. the United Kingdom, judgment of 24 January 2019, no. 43514/15, §112; Sinan Isik v. Turkey, judgment of 2
February 2010, no. 21924/05 at §37.

Cattv. the United Kingdom, judgment of 24 January 2019, no. 43514/15 at §112.

M.M. v. the United Kingdom, judgment of 13 November 2012, no. 24029/07 at §188.

S. and Marper v. the United Kingdom, Grand Chamber judgment of 4 December 2008, nos. 30562/04 and
30566/04 at §71 (included as a summary in this publication).

Satakunnan Markkinaporssi Oy and Satamedia Oy v. Finland, Grand Chamber judgment of 27 June 2017, no.
931/13.
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where it is available for disclosure on request. However, as time passes from
the date of the conviction and it fades from the public conscience, data on the
conviction increasingly becomes a part of the person’s private life. The more time
that has passed since a conviction, the greater the emphasis on protecting the
privacy of this information.”)

Sensitive Information and Special Categories of Personal Data

Convention 108 distinguishes certain “Special Categories of Data" which
should be afforded greater protection. Article 6 of Convention 108 provides:

“Personal data revealing racial origin, political opinions or religious
or other beliefs, as well as personal data concerning health or sexual
life, may not be processed automatically unless domestic law provides
appropriate safequards. The same shall apply to personal data relating
to criminal convictions.”

Convention 108+ added further types of data to the definition of “Special
Categories of Data”, including genetic and biometric data, trade-union
membership, data relating to offences and criminal proceedings in addition to
data related to criminal convictions and data revealing ethnic as well as racial
origin. Article 6 of Convention 108+ provides:

“1. The processing of: — genetic data; — personal data relating to
offences, criminal proceedings and convictions, and related security
measures; — biometric data uniquely identifying a person; — personal
data for the information they reveal relating to racial or ethnic origin,
political opinions, trade-union membership, religious or other beliefs,
health or sexual life, shall only be allowed where appropriate safeguards
are enshrined in law, complementing those of this Convention.

2. Such safequards shall guard against the risks that the processing
of sensitive data may present for the interests, rights and fundamental
freedoms of the data subject, notably a risk of discrimination.”

The Court also treats these categories of data as “sensitive” forms of data
which warrant a heightened degree of protection. Such heightened protection is

[77] M.M. v. the United Kingdom, judgment of 13 November 2012, no. 24029/07.
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in recognition of the fact that the disclosure of such data could dramatically affect
a person's private and family life, social and employment situation, or expose
them to the risk of ostracization./l

[78] Z v. Finland, judgment of 25 February 1997, no. 22009/93.
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Chapter 3

The protection of private
information during the
investigative phase
of proceedings

There are a number of contexts in which State authorities might seek to
collect personal data, for example as part of attempts to combat crime, and to
collect evidence for use in prosecutorial and judicial proceedings. The collection
of personal data in these contexts can, in certain circumstances, constitute
an interference with the right to respect for private and family life, home and
correspondence under Article 8.

Once it is demonstrated that Article 8 is engaged, the collection of personal
data in this context will constitute a breach of Article 8 unless States can show
that the collection and storage of data: (i) pursues a legitimate aim; and (i) is
a proportionate means of achieving such aim. The existence and effective
implementation of adequate guarantees against the abuse of data collection
powers is one essential aspect of showing that surveillance and the collection
of data in this context is carried out only to the extent necessary to pursue a
legitimate aim. Each of these factors is discussed in more detail below.

a) Special Investigative Measures
What constitutes an interference with Article 8?

A number of factors are relevant to determining whether a person’s privacy
is affected by surveillance and investigative measures implemented in public
places or in respect of public communications. In some circumstances, people
knowingly or intentionally engage in activities that are or can be publicly recorded
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or reported, for example when entering an area subject to CCTV surveillance
watched by a security guard. It is, therefore, relevant to consider the extent to
which a person can reasonably expect their privacy to be protected in any given
scenario, to determine whether Article 8 is engaged.!

The following are examples of measures that constitute an interference with Art 8:

i) Storage of personal data

The storing of data relating to the private life of an individual amounts to an
interference within the meaning of Article 8.8% This applies even where the stored
material is in coded form, intelligible only with the use of computer technology
and capable of being interpreted only by a limited number of persons. 'l

ii) Search and Seizure of Personal Data and Correspondence

The search of an individual's home, and the search and seizure of their personal
electronic devices, personal files and correspondence engage the right to private
and family life, home and correspondence under Article 8.[82 The concept of
“home” under Article 8 is not limited to a private individual's home and also
includes the registered office of a company or other business premises. The search
of a company’s premises,®?l the search and seizure of a company's electronic data
or files, or the imposition of an order on a company to provide access to and allow

[79] Herbecq and Association “Ligue des droits de ’homme’ v. Belgium, nos. 32200/96 and 32201/96, Commission
decision of 14 January 1998, Decisions and Reports (DR) 92-B, p.92 recording of the visual data collected; Perry
v. the United Kingdom, judgment of 17 July 2003, no. 63737/00 at §37. On the other hand, creating a systematic
or permanent record of such public domain material may give rise to privacy considerations. (P.G. and J.H. v. the
United Kingdom, judgment of 25 September 2001, no. 44787/98, §57; Peck v. the United Kingdom, judgment
of 28 January 2003, no. 44647/98 at §§58-59; and Perry v. the United Kingdom, judgment of 17 July 2003, no.
63737/00 at §38.)

[80] Leander v. Sweden, judgment of 26 March 1987, no. 9248/81 at §48.

[81] Amann v. Switzerland, Grand Chamber judgment of 16 February 2000, no. 27798/9 at §69; S. and Marper v. the
United Kingdom, Grand Chamber judgment of 4 December 2008, nos. 30562/04 and 30566/04 at §§67 and 75
(included as a summary in this publication).

[82] Trabajo Rueda v. Spain, judgment of 30 May 2017, no. 32600/12 at §§44-47; K.S. and M.S. v. Germany, judgment
of 6 June 2016, no. 3369/11.

[83] Société Colas Est and Others v. France, judgment of 16 April 2002, no. 37971/97 at §§40-42 (included as a

summary in this publication).
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the authorities to make a copy of all data used on its company serverl® engage,
therefore, the right to respect for home and correspondence under Article 8.

iii) Secret Surveillance

There are numerous methods of covert surveillance employed by state
authorities which can interfere with Article 8. This includes:

»

»

»

»

Telephone tapping: where a person’s calls are intercepted,

monitored, transcribed and/or recorded, revealing the content

of the calls as they happen.® This includes situations where it

is a third party's telephone line which has been tapped. (¢!

Telephone metering: which involves the disclosure of telephone

numbers called, as well as the time and duration of each call. 18"

Audio and video surveillance: which includes the recording of a
conversation using a covert device planted on a person, recording voices at
a police station, covert CCTV video surveillance at a police station and the
installation of a listening device in a person’s home or private premises. (¢!
Geolocation surveillance: where a GPS device is used (for example

the installation of a GPS device on a vehicle) to provide real-

time information on a person’s location and movements.®l

iv) Bulk Interception vs Targeted Interception

Bulk interception of communications can be distinguished from targeted
interception of communications, both in terms of the nature of the interference
with Article 8, and the ways inwhich States must regulate each type of interference.

(84]

(85]

(86]

(87]
(88]

Bernh Larsen Holding AS and Others v. Norway, judgment of 14 March 2013, no. 24117/08 where the order was
deemed to engage the rights to respect for the home and correspondence of the applicant companies.

Klass and Others v. Germany, judgment of 6 September 1978, no. 5029/71 (included as a summary in this
publication); Malone v. the United Kingdom, judgment of 2 August 1984, no. 8691/79 (included as a summary in
this publication).

Lambert v. France, judgment of 24 August 1998, no. 23618/94 at §21.

Malone v. the UnitedKingdom, judgment of 2 August 1984, no. 8691/79 (included as a summary in this publication).
Bykov v. Russia, Grand Chamber judgment of 10 March 2009, no. 4378/02 (included as a summary in this
publication); Perry v. the United Kingdom, judgment of 17 July 2003, no. 63737/00; Heglas v. the Czech Republic,
judgment of 1 March 2007, no. 5935/02 (included as a summary in this publication).

Uzun v. Germany, judgment of 2 September 2010, no. 35623/05.
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Whilst targeted interception of communications is primarily used for the
prevention of crime, bulk interception is often used for foreign intelligence
gathering and the identification of new threats, from both known and unknown
actors, who might be operating across borders, for example those involved in
global terrorism, drug trafficking, human trafficking and cyberattacks.

Taking account of this broader purpose of bulk interception, secrecy regarding
its existence and operation is arguably key to its success. However, in this
increasingly digital age, the vast majority of communications are in digital form
and are transported across global telecommunications networks without any
meaningful reference to national borders. This means that bulk surveillance
measures have a potentially extraordinarily wide reach both inside and outside
the State conducting the surveillance. Whilst there is an emphasis on the need
for secrecy to enable bulk interception to target broader threats, the breadth of
its scope can also render it significantly more intrusive than targeted interception,
demanding greater safeguards surrounding its use.

The Court defines bulk interception as a gradual process, in respect of which
the degree of interference with Article 8 grows more intense as the process
progresses. It splits the process into the following four stages:*°!

i) The interception and initial retention of communications and related
communications data (that is, the traffic data belonging to the
intercepted communications).”"l At this stage, the communications
of the largest number of people will be intercepted, many of whom
will be of no intelligence interest and who will be filtered out.

[90] Centrum for réttvisa v. Sweden, Grand Chamber judgment of 25 May 2021, no. 35252/08 (included as a summary
in this publication).

[91] Content data is surrounded by multiple pieces of related communications data. While content data might
be encrypted and, in any event, may not reveal anything of note about the sender or recipient, related
communications data could reveal a great deal of personal information, such as the identities and geographic
location of the sender and recipient and the equipment through which the communication was transmitted.
Bulk related communications data can be analysed and interrogated so as to paint an intimate picture of a
person through the mapping of social networks, location tracking, Internet browsing tracking, mapping of
communication patterns, and an insight into who a person interacted with (Centrum fér réttvisa v. Sweden, Grand

Chamber judgment of 25 May 2021, no. 35252/08 at §256 (included as a summary in this publication)).
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ii) The use of initial, largely automated searching using specific
selectors to begin to target individuals using the retained
communications/related communications data.

i) Examination of selected communications/related
communications data by analysts.

iv) The subsequent retention of data and use of the “final product”,
including the sharing of data with third parties such as foreign
intelligence services. This is the first time the intercept
material is actually used by the intelligence services.

Each one of the above four stages of bulk interception constitutes an
interference with Article 8.7

v) Infiltration of Encrypted Communications

As the surveillance technology employed by state authorities continues to
develop, so too do the communication software and devices used by citizens.
EncroChat, Sky ECC and Exclu are three companies that have designed
communication tools with the specific aim of protecting private communications
from interception. All three systems have, however, been intercepted and
dismantled by law enforcement agencies. The data obtained from the systems
has been used to inform criminal investigations across numerous jurisdictions,
disrupt organised crime and take action to prevent imminent criminal acts. Law
enforcement agencies credit the data obtained as leading to hundreds of arrests
and the widespread seizure of criminal property. In recognition of this potential
to harvest extensive information on the operation of serious and organised
crime, the United States Federal Bureau of Investigation (“FBI") distributed its
own supposedly secure messaging technology, ANOM, to seek to monitor the
communications of those involved in criminal activity.

[92] Centrum forréttvisav. Sweden, Grand Chamber judgment of 25 May 2021, no. 35252/08 at §§239-244 (included

as a summary in this publication).
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Encrypted Communication Software: How does it operate?

EncroChat: EncroChat devices are modified mobile phones (with the
camera, GPS and USB port removed and a feature to rapidly wipe the phone’s
content) which can only be used to communicate with other EncroChat
devices. EncroChat software encodes or encrypts messages once sent, as
they pass through the central EncroChat server located in France. Messages
are then decoded or de-encrypted via the software on the receiving handset
and so, in theory, only readable by the intended recipient.

Sky ECC: Many former users of EncroChat switched to use the Sky
ECC platform, after EncroChat was dismantled in 2020. Sky ECC supplied
phones offering self-destructing and encrypted messages and did not store
encrypted messages on its servers, if a message was not read within 48
hours, it could not be retrieved.

ANOM: ANOM is an encrypted device company devised by the FBI.
It was distributed amongst criminal groups who sold and promoted the
technology worldwide. A copy of every message sent from an ANOM
device was sent to a server in a third-party country where the messages
were collected, stored and provided to the FBI on a regular basis pursuant
to an international cooperation agreement. ANOM, unlike EncroChat and
Sky ECC, was exploited by the FBI from the beginning. Data collection from
ANOM was not an infiltration of an existing encrypted communications
company.

A variety of methods were used to obtain and intercept data from this
encrypted communication software. The law enforcement agencies involved in
the interception of such encrypted communications, intercepted, shared and
analysed millions of messages. For example, in respect of EncroChat, the French
police implanted malware on all EncroChat devices which captured all data which
had not been erased and all messages which were created thereafter. They were
able to read messages in real time.

A significant proportion of the people sending intercepted messages were
based outside the countries whose law enforcement agencies were conducting
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real-time interception.’®! As such, the data harvested was also shared with
investigators across numerous other jurisdictions.® This raises two potential
interferences with Article 8: i) in respect of the data collection; and ii) in respect
of the data transfer across jurisdictions. Given the breadth of the definition of
personal data (described above), and the broad range of actions which have so
far been deemed to constitute an interference with Article 8 in this context (also
described above), it seems likely that both actions will be deemed to constitute
an interference with Article 8.

Victim Status

i) Demonstrating victim status

Under Article 34 ECHR an applicant must show that they have been “the
victim" of a violation of their ECHR rights, in order to bring a claim to the ECtHR.
This provision has been interpreted to mean that the Convention does not allow
for applicants to bring claims in abstracto. Instead, applicants must generally show
that they have been directly affected by the measure complained of.

However, this test is applied with a degree of flexibility in the context of secret
surveillance, in light of the particular features of secret surveillance measures. By
their very nature, the existence and application of secret surveillance measures
can remain unknown to those impacted by them.*sl A strict application of the
“victim” status test in this context could, therefore, lead to a situation in which
secret surveillance measures become effectively unchallengeable, rendering the
protections of Article 8 a nullity, where a person could be treated in a manner
contrary to Article 8 without ever knowing about it. A more flexible approach to
the "victim” test in this context is important to ensure that such measures remain
subject to the supervision and scrutiny of the courts.

[93] European Union Agency for Criminal Justice Cooperation, “New Major interventions to block encrypted
communications of criminal networks” (2021) available at https://t.ly/ZTUzn.

[94] Serbia, Bosnia and Herzegovina, Albania, Montenegro and Slovenia, almost 100 people have been arrested and
charged as a result of evidence obtained from Sky ECC communications: see Ivana Jeremic et al, “Encrypted
Phone Crack No Silver Bullet against Balkan Crime Gangs" (Balkan Insight, 25 April 2022) available at https://t.
ly/SCBvp; and Europol, “Balkans' biggest drug lords arrested after investigation into encrypted phones” (12 May
2023) available at https://t.ly/1iDtO.

[95] See Klass and Others v. Germany, judgment of 6 September 1978, no. 5029/71 at §§34-36 (included as a

summary in this publication).
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In certain circumstances an applicant can, therefore, claim to be the victim
of a violation of their Article 8 rights as a result of the mere existence of secret
surveillance measures, or legislation permitting secret surveillance measures. In
cases concerning such surveillance measures, the Court has concluded that “..
each of the applicants is entitled to “(claim) to be the victim of a violation” of the
Convention, even though he is not able to allege in support of his application that
he has been subject to a concrete measure of surveillance. The question whether
the applicants were actually the victims of any violation of the Convention involves
determining whether the contested legislation is in itself compatible with the
Convention's provisions."®!

The following factors are relevant to determining if an applicant can claim
victim status:

» The availability and efficacy of remedies at a national
level: two key scenarios can be distinguished:

i) Where the national system does not afford effective remedies for
a person who suspects that they have been subjected to secret
surveillance, this can give rise to widespread suspicion and concern
amongst the general public that surveillance powers are being
abused. In such circumstances, the threat of surveillance itself can
restrict free communication and interfere with the Article 8 rights
of all potential users of communication services. An individual in
this situation would not need to demonstrate the existence of a
risk that secret surveillance measures were applied to them.

ii) Where the national system provides for effective remedies for those
who suspect that they have been subjected to secret surveillance,
a more widespread suspicion of abuse of power is more difficult
to justify. An individual in this situation would need to show
that, due to their personal situation, they are potentially at risk
of being subjected to the surveillance measures (see below).

» The scope of the legislation permitting surveillance measures:
an individual can show that they are at risk of being subjected
to surveillance measures in the following situations:

[96] Klass and Others v. Germany, judgment of 6 September 1978, no. 5029/71 at §38 (included as a summary in this
publication).

Balancing Data Protection with Transparent Justice
50 The European Legal Framework



i) The person belongs to a group of people targeted by the legislation; or

ii) The legislation institutes a system where any user of a
communication system's communications could be intercepted.

i) Do legal entities have a right to data protection?

EU law data protection rules (under the CFR and the GDPR) apply only to
personal data about individuals or “natural persons”, they do not govern data
about companies or any other legal entities. However, information in relation
to one-person companies may constitute personal data where it allows the
identification of a natural person.’]

Similarly, under the ECHR legal entities do not have a right to respect for
their private life, per se. However, legal entities, including companies, law firms,
non-governmental organisations etc. are entitled to rely on Article 8 rights in
this context where they are impacted by a measure which breaches their right
to respect for their “correspondence” or “home” under Article 8. The concept
of “home" under Article 8 includes the registered office of a company or other
business premises (see above).® The search of a company's premises, the search
and seizure of a company's electronic data or files, or the imposition of an order
on a company to provide access to and allow the authorities to make a copy
of all data used on its company server® engage, therefore, the right to respect
for home and correspondence under Article 8. Similarly, the surveillance and
interception of telephone, email and facsimile communications between the
staff of legal entities can interfere with those legal entities’ right to respect for
correspondence.l'%

Further, both Article 8 ECHR and EU law data protection rules also apply to all
personal data relating to natural persons in the course of a professional activity,
such as the employees of a company or organisation, including their business
email addresses or employees’ business telephone numbers.

[97] Camera di Commercio, Industria, Artigianato e Agrocoltura di Lecce v. Salvatore Manni C-398/15, CJEU judgment
of 9 March 2017.

[98] Société Colas Est and Others v. France, judgment of 16 April 2022, no. 37971/97 at §§40-42 (included as a
summary in this publication).

[99] Bernh Larsen Holding AS and Others v. Norway, judgment of 14 March 2013, no. 24117/08.

[100]  Liberty and Others v. the United Kingdom, judgment of 1 July 2008, no. 58243/00.
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In accordance with law

The requirement for any measure which interferes with Article 8 to be
“in accordance with law” means that the measure must have: i) some basis in
domestic law; and ii) it must be compatible with the rule of law. This generally
means that the law regulating a measure which interferes with Article 8 rights
must be accessible to the person concerned and be drafted with sufficient clarity
to render it foreseeable as to its effects.?

However, this requirement of “foreseeability” must be interpreted slightly
differently in the specific context of secret surveillance measures. Because of
the need for secrecy surrounding the order and imposition of such measures,
foreseeability in this context does not mean that individuals should be able to
foresee when the authorities are likely to resort to such measure, so that they can
adapt their behaviour accordingly.

Instead, in this context, foreseeability requires States to have in place clear,
detailed rules on their use of secret surveillance measures which provide citizens
with at least an adequate indication as to the circumstances in which and the
conditions under which public authorities are empowered to resort to any such
measure.°? The law authorising the use of such measures must indicate the scope
of any discretion conferred on the authorities and the manner of its exercise.['*?]

In this context, the “in accordance with law” test, is closely related to the
“necessity” test (described below). The legal basis for the measures and the lega